GDPR Best Practices for
Employee Mobility
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Multi-disciplinary BUSINESS

mature team: project

mgmt, legal, cybersec

Focusing on driving
customer-profitable
privacy compliance
projects
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Privacy by-design &
by-default at the heart

G ROWTH of customers’

businesses

Working with +200
customers in US, UK,
EU, Middle East

Strong YOY double-
digit growth
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What Is Personal Data
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DEFINITION

Any information that can lead to a direct or
indirect identification of a living person

COMPLEXITY

Regulation 2018/1807 of the European Parliament and of the
Council:

“Where personal and non-personal data in a data set are
inextricably linked, this Regulation shall not prejudice the
application of Regulation (EU) 2016/679.”

ADDING TO THE COMPLEXITY

“If the non-personal data part and the personal data parts
are ‘inextricably linked’, the data protection rights and
obligations stemming from the General Data Protection
Regulation fully apply to the whole mixed dataset, also when
personal data represent only a small part of the dataset.”
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What Should Be Taken Into Consideration
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LEGISLATION Who is Data Exporter, who is

Data Importer

What laws are impacting the
transfers?

g ACCESS

Who has access to transferred
—

@ data?

HOW

How to tackle complaints/ how can
people exercise their rights?

RECURRENCE
SENSITIVITY

How often is data transferred?
How sensitive is the data
transferred?

LEGAL GROUND/ SCOPE

RISKS What is the legal ground and

What are all the risks towards / scope for transfer?
data subjects?
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21. Animbalance of power also occurs in the employment context.'® Given the dependency that results
from the employer/employee relationship, it is unlikely that the data subject is able to deny his/her
employer consent to data processing without experiencing the fear or real risk of detrimental effects
as a result of a refusal. It is unlikely that an employee would be able to reseond freelx to a request for
consent from his‘her employer to, for example, activate monitoring systems such as camera
observation in a workplace, or to fill out assessment forms, without feeling any pressure to consent.*®
Therefore, the EDPB deems it problematic for employers to process personal data of current or future
employees on the basis of consent as it is unlikely to be freely given. For the majority of such data

processing at work, the | asis cannot and should not be the consent of the employees (Article
6(1)(a)) due to the nature of the relationship between employer and employee.?°
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Personal data shall be:
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ACCESS

A copy of the personal data need
to be provided, with explanations
— categories of data, processing
purposes, third parties, storage
time, etc

EXPORT

The data shall be exportable to an
open data format for re-use by
another controller

OPPOSITION

The data is no longer processed, at
the approved request of the
person
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Transparency

RECTIFICATION

The data subject shall have the
right to request the correction of
the processed data if they are
incorrect.

RESTRICTION

Temporary cessation of
processing, archiving of data —
incorrect, illegally collected data,
necessary for a trial

DELETION

Data can be deleted if it is no
longer needed or if the law does
not mandate its archival
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BUSINESS NEWS H&M fined for breaking GDPR over
employee surveillance

French regulator fines Amazon unit
$35 million for ‘excessively mtruswe
employee survelllance |
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H&M has been fined €35.3m (£32.1m) for the illegal surveillance of several hundred
employees,
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Accoountability




THANK YOU!

contact@tudorgalos.ro
+40.740.104.779
www.tudorgalos.ro

LinkedIn: tudorgalos (https://www.linkedin.com/in/tudorgalos/)

Facebook: tudorgalos (https://www.facebook.com/tudorgalos)

Facebook: tudorgconsulting (https://www.facebook.com/tudorgconsulting/)
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